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Google Kubernetes Engine

o BHOEMZFHMTHHHEIZTTIOACMEE L

e Horizontal Pod Autoscaler TDB #EfAxX & X5 —1) 4

e Workload Identity #FIF9 5L T. Y—EXT7 AU R®D Credential ZF17-
BT MBI BLIZ GCS Ik 3

Kubernetes apiVersion: autoscaling/vl
Al Engine kind: HorizontalPodAutoscaler
metadata:
name: {{ $fullname }}-www
spec:
— | g Ingress ng. OLTA Web scaleTargetRef:
apiVersion: apps/vl
kind: Deployment

name: {{ $fullname }}-sqlproxy
minReplicas: 1
maxReplicas: 3
targetCPUUtilizationPercentage: 50

Google Cloud -

YA Other Pod qg. OLTA Admin
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evaluatePreconfiguredExpr('xss-stable', [ 'owasp-crs-v030001-id941150-xss',

evaluatePreconfiguredExpr('sqli-stable’, [ 'owasp-crs-v030001-id942110-sgli',

sqli’, 'owasp-crs-v030001-id942210-sgli', ‘'owasp-crs-v030001-id942260-sqli’, '
sqli’, 'owasp-crs-v030001-id942380-sqli’, ‘'owasp-crs-v030001-id942390-sqli’, '
sqli’, 'owasp-crs-v030001-id942450-sqli, ‘'owasp-crs-v030001-id942251-sqli’, '

sqli, 'owasp-crs-v030001-id942432-sqli] )

evaluatePreconfiguredExpr('Ifi-stable’, [ 'owasp-crs-v030001-id930120-fi', ] )
evaluatePreconfiguredExpr('rfi-stable’, [ 'owasp-crs-v030001-id931130-fi'] )
evaluatePreconfiguredExpr('rce-stable’)
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REM

cdn_policy {

cache_mode = "CACHE_ALL_STATIC"

default_ttl = 3600
client_ttl = 3600
max_ttl = 86400

signed_url_cache_max_age_sec
negative_caching = true
serve_while_stale = @

cache_key_policy {
include_host =
include_protocol =
include_query_string =
query_string_blacklist =
query_string_whitelist =
}

Cloud CDN® &% 7€ f5ll

true
true
true
[1
[1
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e Container Registry [Z image H¥ push SNAEIZHETHHERAF v Z 1TV, #
% Slack TEXN (V) T4HILIZEDILENTIE) REH

Container analysis result available

Summary
name
CRITICAL HIGH
4(4) 3
MEDIUM LowW
9 2
CVE-2019-1354
Severity Effective Severity
CRITICAL CRITICAL
CVSS Score Fix Available?
9.300000190734863 Yes
Description

GOOg Ie Cloud NIST vectors: AV:N/AC:M/Au:N/C:C/I:C/A:C






FEH

OLTA [& Google Cloud DR +r—URH—E REFRL CHEELREREERHELTLET,

H—ER

XhaEiE

REM

Google Kubernetes Engine

FTI7O/4DMEL

Rir—I)o9
Workload Identity

Cloud SQL Cloud Insight IZ&% SQL 3#t | AV TFHUADB#ET
HTTP Load Balancer BHIHEDEE BV TUYDXvya
Cloud CDN / Cloud Armor WEREN

Cloud Monitoring NRBRA R Ty aih—k BHEAODEER

Cloud Logging / BigQuery )T ILAA LIEE, FRET EEE XTI

Security Command Center

X a)T4T7 D~

MessEXF v

Google Cloud




wIZZ

o OLTAIZOSORI7HB) U T#BLT. HINEEDEESEELZYR—FLTL
EXR

o AAMETHTORXIVNETAB=OIZITIOC=_T7HRYEE A,

OLTA Tl&. Google Cloud D& AFEREEL T, V5V 7702) 07 %#B K
ZEICEHTKIVOZTOHEEEELTEYET,

BHABFQH/NEDINAZERT D YINIITFTIVOZTFTINYIIR

Google Cloud


https://www.wantedly.com/projects/590960
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