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Third-party audits
International Certifications
Access Transparency
Access Approvals
Key Access Justifications
Google Vault for G Suite
Cloud Storage Retention Policy
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ChromeOS Chrome Browser SafeBrowsing Device Management ChromeBook Pixel
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Security Command Center
Incident Response Management
Security Health Analytics
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Security

Security Command Center
Threat detectors
Vulnerability detectors
Cloud Phising Protection
VM Patching

Access Transparency
Identity-aware Proxy
Cryptographic Keys

VPC Service Controls
Binary Authorization
Access Context Management

Security Scanner

DASHBOARD ASSET

Assets 1DAY -

Type
Al
Organization
Project
Application
Service
Address
Disk

Firewall
instance
Network
Route
Subnetwork
Kind

Bucket

VIEW ASSET INVENTORY

Security Command Center

FINDINGS

Deleted

Total

=+ ADD SECURITY SOURCES

Findings C
% Findings Summary
631 total security findings
Source ot Type Count
Event Threat Detection 374 Redlock 10
Security Health Analytics 12 Cloudflare 10
Enterprise Phishing Protection 15 Qualys s
Crowdstrike 14 DataLoss Prevention 7
Palo Alto Networks 12 +omore
% Event Threat Detection
374 total securityfindings
Active threats (last 24 hours) Active threats (last 7 days)
Threat Severity comt  Type Severity Count
Malware: domain 8 Malware: domain 52
Cryptomining: 1P 4 Malware: P a7
Malware: hash 4 Malware: hash 32
Brute force: SSH 2 IAM: anomalous grant n
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Google &F] MO ETEREZER % Event Threat Detection

374 total security findings

% ﬁ:ﬂ%% LA LD % E}Z'I‘ﬁ #E ( |OC) Active threats (last 24 hours) Active threats (last 7 days)

Threat Severity Type Severity

'i ff')T)bg{Af*Eﬁiiiﬁw Dg“%*ﬁ?\bs *ﬁll:tll Malware: domain Malware: domain
ﬁ% ‘j: SCC lzﬁﬂ_: Cryptomining: IP Malware: IP

Malware: hash Malware: hash

Brute force: SSH IAM: anomalous grant

+4 more +4 more
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j /:L’ S e Security Threats Dashboard £ SETTINGS
EXPLORE THREATS VULNERABILITIES COMPLIANCE ViewAl:  ASSETS FINDINGS SOURCES
Security Command Center
BE R L o
H E 55 'I‘i (3  Context-Aware Access
Threats by Severity

Identity-Aware Proxy
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\J _Z & Access Context Manager efficd] High Medium Low Unspecified

@& VPC Service Controls
7tk
B  Binary Authorization Threats by Category
*ﬁ m %I:l % ©  DataLoss Prevention
Category Findings
®  Cryptographic Keys . [ Persistence: IAM Anoma... 6
2. [ Malware:Bad IP 2
B Secret Manager
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o Access Approval 4. Malware: Bad IP 3
@  Web Security S
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Resource Findings
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Center for Internet Security (CIS) 1.0 Benchmark &
version 1.1 coming soon

Payment Card Industry Data Security Standard (PCI)

International Organization for Standardization
(1ISO 27001)

National Institute of Standards and Technology
(NIST 800-53)

Compliance Dashboard
EXPLORE THREATS VULNERABILITIES COMPLIANCE ViewAll:  ASSETS FINDINGS
Projects Filter o+

Overview

24%

@ Passed

54 0ut of 79 checks 19 out of 79 checks

VIEW ALL RECOMMENDATIONS

Reports by Regime
CIS Benchmarks
evel 1

78% 13%

A Warning @ Passed

35 out of 45 checks 6 out of 45 checks

VIEW CIS REPORT

SOURCES

¥ EXPORT

PCI Benchmarks

Show debug panel




Platform B gcp-sec-demo-org.joonix.net

9 Security Health Analytics Dashboard £ SETTINGS
Ii' EXPLORE THREATS VULNERABILITIES COMPLIANCE View All ASSETS FINDINGS SOURCES

° Recommendations

&)

Projects Filter

& Il Benchmarks : PCI € m Benchmarks : CIS € m CENMETTERIAS %) Filter table X @

& Status Category Recommendation Active Severity 4%  Benchmarks
A NON_ORG_IAM_MEMBER Corporate login credentials should be used instead of Gmail accounts 8 m cis:1.1 PCl:7.1.2
a A OPEN_FIREWALL Firewall rules should not allow connections from all IP addresses 14 m PCI:1.21
@ A OPEN_RDP_PORT Firewall rules should not allow connections from all IP addresses on TCP or UDP port 3389 48 m CIS:37 PCl:1.2.1
® A OPEN_SSH_PORT Firewall rules should not allow connections from all IP addresses on TCP or SCTP port 22 74 m CIS:3.6 PCl:1.21
A PUBLIC_BUCKET_ACL Cloud Storage buckets should not be anonymously or publicly accessible 8 @ CIS:5.1 PCI:7.1
L A PUBLIC_IP_ADDRESS VMs should not be assigned public IP addresses 45 m PCI:1.21 PCI:1.35
= PUBLIC_LOG_BUCKET Storage buckets used as log sinks should not be publicly accessible N/A m PCI:10.5
(<] A PUBLIC_SQL_INSTANCE Cloud SQL database instances should not be publicly accessible by anyone on the internet 1 m CIS:6.2 PCI:1.2.1
A SQL_NO_ROOT_PASSWORD MySQL database instance should not allow anyone to connect with administrative privileges. 4 m ClS:6.3
A SSL_NOT_ENFORCED Cloud SQL database instance should require all incoming connections to use SSL 4 m CIS:6.1 PCl: 23
A WEB_UI_ENABLED Kubernetes web Ul / Dashboard should be Disabled 6 m CIS:7.6 PCI:6.5.8 PCl: 6.6
A XSS Validate and escape untrusted user-supplied data 887 @m OWASP : A7
A XSS_ANGULAR_CALLBACK Validate and escape untrusted user-supplied data handled by Angular framework 15 @ OWASP : A7
(] XSS_ERROR Validate and escape untrusted user-supplied data 0 m OWASP : A7
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Compliance Dashboard
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Overview
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@ Passed
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