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2020.06 FTE, ASM [FTFET SV TA—LEYR—I TS
e Anthos GKE on GCP
o W—=RF¥RIIZFHRALTWNSIZRAE
o mIEUY—REH: e2-standard-4,4 /—FL L
e Anthos GKE on-prem
o /N\—232 1.2.0-gke.6 L EDHISRAE
o HIEUYV—REH:4vCPUs, RAM 15 GB
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GKE 95X % L TigE9 5 Istio a>iR—%=2k (v1.5.x)

$ kubectl get pods -n istio-system

NAME STATUS RESTARTS
Istio-ingressgateway-8f4454fb4-vI5t8 Running

istiod-7bfcfb589b-2gd7x Running
promsd-786b67d77d-4skbx Running

e istio-ingressgateway: Ingress 571 v D AR D ELACHIEE TS Envoy Proxy
e istiod: Istio arrO—)LTL—>, ASM v1.5.x TILZEIZ Pilot / Galley D #RE% F FB

e promsd: Operations suite E#£F Prometheus
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Traffic Splitting IZ& % Canary ')!)—X

apiVersion: networking.istio.io/vlalpha3 ‘:’ service_a ()

kind: VirtualService \\\\\\\\\\\3ffl
metadata:
T~ .
name: service_b O M
spec:
hosts: 5% \O @service_bﬂ

- service_b
http: Canary
- route:
- destination: O @ service_b v2
host: service_b
subset:
weight:
- destination:
host: service_b

subset: 2{KD 95% % service bvi ~NIL—Ta2 T L.
weight: .
&Y 5% DRST7499 D service bv2 NIL—T42TF 5
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Traffic Steering [Tk D1 —HIBERIZE DI —T12T

apiVersion: networking.istio.io/vlalpha3
kind: VirtualService
metadata:

name: service b
spec:

hosts:

- service_b

http:

- match:

- headers:

end-user: O @ service_b v2

exact: jason

O @ service_b v1

route: jason
- destination:
host: service_b
subset: 2 jason ELVSA—HDH service_bv2 ~NIL—T42 T L,
- route:
- destination: %*Luﬂ“@l—ﬂ'[i service_b vi ’\)lx—7_"f~/7“_d_%)

host: service_b
subset: vi1
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Circuit Breaker [Z L AfEEE £

apiVersion: networking.istio.io/vlalpha3
kind: DestinationRule
metadata:
name: httpbin
spec:
host: httpbin
trafficPolicy:
connectionPool:
tep:
maxConnections: 1
http:
httplMaxPendingRequests: 1
maxRequestsPerConnection: 1
outlierDetection:
consecutiveErrors: 1
interval: 1s
baseEjectionTime: 3m
maxEjectionPercent: 100

) Google Cloud
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Success/Fail under threshold

o Closed

(threshold reached)

Fail Timeout

Success

Half-Open




HR—kEh TLVA70R3)L(2020.06 IRTE)

IPv4 Yes
HTTP /1.1 Yes
HTTP /2 Yes
TCP byte streams Yes
gRPC Yes
IPvb No

L7 support for WebSocket, MongoDB, Redis, Kafka, Cassandra

3 — 31 -
RabbitMQ, Cloud SQL No (TCP byte streams T— & X&)

https://cloud.google.com/service-mesh/docs/supported-features#networking

) Google Cloud


https://cloud.google.com/service-mesh/docs/supported-features#networking

HiR—rENTWSA—K/N\SIUFR1)—(2020.06 IHTE)

Round robin Yes
Least connections Yes
Random Yes
Passthrough Yes
Consistent Hash No
Locality-weighted No

https://cloud.google.com/service-mesh/docs/supported-features#networking
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Mesh CA

Multi-Regional %I+ —I R TS5/ R—k CA Control Plane managed by Google

mMTLS THIASNSIIBAEDRITPO—T—23%1T5 K Meshca

Mesh CA MoFITSNAEAEICIXLUTERNEEND - /“Meshca.googleapis. com:443
e Google Cloud Project ID s certstoEmoys
e GKE Namespace Anthos GKE Single Cluster '/'/ ‘\‘

. Data Plane
e GKE Service Account Name

’
’
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/
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Mutual TLS (mTLS)

H—/N & DSATUMEADIEEEEE(HTTPS + TLS 9547 MEREE)
94T MDY, H—/ QD EITEHF RSN TS EFTEEL TR
FEFREEIZKY . BEHRAE T THL, ERTDIEELIRIITES

MTILS [(EUUT 2 DDE—FHAEFEET S:
e Permissive: lEEILSNBELFEXEELLHRTT S
e Strict: IEELSN-BEDOAHHFRTS
© App A © AppB

[ HTTP, gRPC, TCP |

O Envoy @ » (J Envoy

mTLS
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mTLS @ STRICT mode Z=H 311t 9 54

apiVersion: "security.istio.io/vlbetal"
kind: "PeerAuthentication"
metadata:
name: “namespaced-peer-policy"
namespace: "foo"
spec:
mtls:
mode: STRICT

foo namespace M7 —-O—kIE mTLS 2k
DBIEZTWNEET D
Y—EXMBEZHRSLTINLEDHSD
‘r—RETH A

) Google Cloud

NS: foo

@ Front end @ Cart

| mTLS
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AR O —IZ K BT VR FIE DB

apiVersion: security.istio.io/vlbetal
kind: AuthorizationPolicy
metadata:
name: httpbin
namespace: foo
spec:
action:
rules:
- from:
- source:
principals: [ 1
- source:
namespaces: [ 1
to:
- operation:
methods: [ 1
paths: [ ]
- operation:
methods: [ ]
paths: [ 1
when:
- key: request.auth.claims[iss]
values: [ 1

) Google Cloud

FHITTIFLENERITIER

From:(WWVF Iy F)
- KSA $° cluster.local/ns/default/sa/sleep
- Namespace H' test

To:(W\FMIZTyF)
- Jinfo* IZx9 % GET UV Xk
- /data [Zxf9 % POST UV T Xk

When:
- https://accounts.google.com [Z&k>T
RITSINF=B®E IWT =0 N HTR
MZEFENTLSEE



Observability
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ASM & Operations suite D&

Operations suite

Envoy DT L AT —24% Operations suite NE#ETHIET “I! I:E -_
—MHE=SUL T EER oo

Cloud Cloud Cloud
Monitoring Logging Trace

A

Telemetry data

--
_ -

Anthos GKE Cluster el
rox > rox
O proxy HTTP/1.1, HTTP/2, O proxy
gRPC or TCP -
with or without
@ Service A mrLS @ Service B
) Google Cloud
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Cloud Monitoring &E#L . &H—
AN O REER
e Requests per second
e Errorrate
e Latency
e Request size

e Response size &

) Google Cloud

—EADEE

Google Cloud Platform g sevicemeshdemo3 v

< Service: cartservice
Alerts timeline No service alerts. Time selection is 7:19 AM 0 1:19 PM.
OVERVIEW HEALTH METRICS DIAGNOSTICS INFRASTRUCTURE

Requests/second @

Breakdown by -

ﬁ\ ﬂM A{\ \ ‘A\ \ﬂv f [ A
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Observability
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CONNECTED SERVICES

I \
\ W\M' Y T VR WSV S JLI .
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Observability

SLO [C&BAH—ERLANJLEH

= Google Cloud Platform Q

< Service: [N

SLO (Service Level Objectives) %E % L . ;:enslimeline No service alerts. Time selection is 1:21 PM to 2:21 PM.
! ‘ ‘ ‘
FEH—EAN SLO ZEFTETLVDMEER

OVERVIEW HEALTH METRICS DIAGNOSTICS INFRASTRUCTURE CCONNECTED SERVICES RESOURCES

By —CROAAMN. REEMBETETLSH

Data was calculated at 2:21 PM

Status  Objective

94.5% < 350ms Latency in Rolling 7 Days

2 02 O . O 6 IE, T:E -~ E % ﬂ- ﬁE f‘d: S L I Service Level Indicator Error Budget Remaining Compliance

77.9% -301.8% 77.9%
Target: 94.5% Minutes remaining: -8,716 Target: 94.5%
) . -~ * Current frequency of successful Fraction of error budget remaining Measure of SLI from start of
rvi vel Indi r =R
ervice Leve cato Z8:
'~ Show Chart

. ope Service Level Indicator
e Ava ||ab|||ty T e e o i e i

P Laten Cy — \\\ "f\\ ﬁ // N ‘\v/ PN 7 \/4\\ \ ’/' ~\\ e, ///\‘ K .‘\‘ ,“" =

e Custom

) 94.5% Availability in Rolling 7 Days
Availability SLI

) Google Cloud



Observability

H—EX MRAYVS ST

©

. R Legend
ASM Dashboard R—C D rRATS 52 & vcisioes © frontens
12k Y T H—E REHE TR K, serviee
Dlsplaymg data from: E
o H—ERMDKEHIR oo =
o BY—FEREH—ERBETD Kubernetes @ @
@ adservice @ recom..vid) check..rvice

J—o0—KIE#R

@ cartservicd) produ.rvice @ shipp..ivic) curre..rvice
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Google Clot
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Cloud Logging &&H#EL, Y —ERXD 77X
A7 PI5—0J MR
TOEROJIZEUTERNIEEND

OVERVIEW

Service: checkoutservice

|
9:00 AM

HEALTH

Error Logs

Showing error logs from 3/29/19, 7:57 AM to 3/29/19, 1:57 PM. Adjust the time range to scope error logs.

e HTTPYHITRrZO/3T4 (URL, Latency,
Header &)
TORATITIEARFEDT—y0—FE#H
(Name, Namespace, Identity, Common
Label)

Tracing DN E X35 S . Trace ID %2 Span ID &
® Tracing &R

) Google Cloud

o
> @
> @
»@
> @
> @
»@
> @
»@
> @
> @
»@
> @
> @

Scanned up to 3/29/19,

2819-83-29T28:

141.5874740912

2019-83-29T20:52:41.6092649607

2019-03-29726:52:41.613580785Z

2019-03-29T26:

41.613617898Z

2619-83-29T28:

1416136232752

2019-03-29T26:52:41.6136274267

2019-03-29720:52:41.613631947Z

2019-83-29T26

:41.6136379152

2019-03-29T26

1.6136449227
2019-03-29T26:52:41.6136510762

2019-83-29728:5

41.6136566242
2019-83-29T20:52:41.6136778212

2019-03-29T26:52:41.613684115Z

METRICS

service-mesh-demo1

DIAGNOSTICS

Alerts timeline No service alerts. Time selection is 7:57 AM to 1:57 PM.

|
10:00 AM

INFRASTRUCTURE

1:52 PM. Scanned 52.3

[2019-03-29
[2819-03-29
[2619-03-29
[2619-03-29
[2019-03-29
[2019-03-29
[2619-03-29
[2619-03-29
[2019-03-29
[2019-03-29
[2019-03-29
[2819-03-29

[2619-03-29

““‘\ ““‘I ‘ ShO“]“]“
8AM 830 oM 030 10AM 1030

MB.

:41.587][16] [warning] [misc]

:52:41.689][16] [warning] [misc]

2:41.609][16] [warning] [misc]

:52:41.609][16] [warning] [misc]

:41.609][16] [warning] [misc]

:41.609][16] [warning] [misc]

2:41.609][16] [warning] [misc]

:41.689][16][warning] [misc]

41.609][16] [warning] [misc]

:41.610][16] [warning] [misc]

:52:41.618][16] [warning] [misc]

:41.610][16][warning] [misc]

20:52:41.610][16][warning] [misc]

Observability

ime Span
RESET | 6hours © HIDE TIMELINE

|
11:00 AM 12:00 PM

CONNECTED SERVICES

1AM 1130

[external/envoy/source /common/protobuf /utility.cc:129]
[external/envoy/source/common/protobuf /utility.cc:129]
[external/envoy/source/common/protobuf/utility.cc:129]
[external /envoy/source /common/protobuf/utility.cc:129]
[external /envoy/source/common/protobuf /utility.cc:129]
[external/envoy/source /common/protobuf/utility.cc:129]
[external/envoy/source /common/protobuf/utility.cc:129]
[external/envoy/source/common/protobuf/utility.cc:129]
[external/envoy/source/common/protobuf/utility.cc:129]
[external/envoy/source/common/protobuf/utility.cc:129]
[external/envoy/source/common/protobuf /utility.cc:129]
[external/envoy/source/common/protobuf /utility.cc:129]

[external /envoy/source /common/protobuf /utility.cc:129]

Using
Using
Using
Using
Using
Using
Using
Using
Using
Using
Using
Using

Using

|
1:00PM

deprecated
deprecated
deprecated
deprecated
deprecated
deprecated
deprecated
deprecated
deprecated
deprecated
deprecated
deprecated

deprecated

option
option
option
option
option
option
option
option
option
option
option
option

option

‘envoy.api.v2.Li.
‘envoy.api.v2.ro..
‘envoy.api.v2.ro..
‘envoy.api.v2.ro..
‘envoy.api.v2.ro..
‘envoy.api.v2.ro..
‘envoy.api.v2.ro..
‘envoy.api.v2.ro.
‘envoy.api.v2.ro..
‘envoy.api.v2.ro..
‘envoy.api.v2.ro.
‘envoy.api.v2.ro..

‘envoy.api.v2.ro..

24



F D th:ASM vs. OSS Istio

HiR—k Google JZa=TaHHR—bk
avko—ILTL—rBHE Google YRr—TK A—HEE(JY—XEHE, EER
avko—)LIL—oT704% Google Cloud (¥#—K) A—HHYSRERN"

mTLS FEEAE / D EE Google YRx—TK aA—HER

f—208 Cloud Trace Zipkin, Jaeger and LightStep
AN RER Service Mesh Dashboard Prometheus + Grafana *2
Y—ERAyL AR Service Mesh Dashboard Kiali *2

ML AVRA—LTL—VEMISRE EATTOA/THIELTRE

*2.. BEHSN TSR B LS EFI AR RE
) Google Cloud



Observability

ASM T - Service Mesh Dashboard

Google Cloud Platform 8 Demo ¥ Q JOHT VY —20RR
A Anthos Anthos Service Mesh B7-—JlEa— RXr#Eov
B Hyrak-F £HIZERY #9R9
ERDORAIZR v [0 v2FLH—ERERR 1BHRS v
K HY—EIAya
#7323 1MEDT—EZX OREDIT—FZ @ ~
| s ZAF—RRIE 1445 ICHBESNE L
TI—MEUOHELEBL 77— hOEH SLOAITS— Ny SLO 75—k RUP— SLO MB/EThTVEYE
0 10 ~ DFEESN L A
T NERE TN BEE 1A 10 9@
PRI S T4 IVBEE T V&S
T—EX @
T @ZSANPPEVARTEHENAX) T L2 T—EX X @ m
28 ZF—52 @ 2EiZer 217 9524 VIR (F39) T5—%
adservice [ ] onlineboutique K8s anthos.. Vv 0.9 0%
cartservice [ ] onlineboutique K8s anthos.. WV 15 0%
currencyservice [ ] onlineboutique K8s anthos.. VvV 5.1 0%
emailservice [ ] onlineboutique K8s anthos.. WV 0.1 0%
frontend [ ] onlineboutique K8s anthos.. VvV 1.5 0%
paymentservice [ ] onlineboutique K8s anthos.. Vv 0.1 0%

) Google Cloud



=L

& Google Cloud



FED

o H—ERAyLamEHINSIER
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o RAYVOY—ERILDREBEEEERT B=60DYI+IT7 > H—ERAyda

e Anthos Service Mesh(ASM) &% Google BB T B TILTR—URDH—E R Ay a
o TR—URHYH—EREZFATAHILET, avkaO—)L TL—UOEEPLYY—RFYD EREH
i> BRI
o GCPH—EREDRATATILEEE
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Next steps

e 40D NIXA U B HYET . Anthos ZEL
$H&ELT= Google Cloud D& G B ZRER N =12 1TF
d—

e Anthos: Service Mesh on Qwiklabs
(https://www.gwiklabs.com/quests/100)
® etc..

e Anthos Sample Deployment TEFE(Z GCP £ T

FY

) Google Cloud


https://www.qwiklabs.com/quests/100

Anthos Sample Deployment [ZU&F

GCP M Marketplace /i filf i~ TR 55 1 S wT BE
(FTERFR 15 2T E . BIERRAIUTMREHY)

2020 & 6 AR, iR GCP 7Oo oD H
HR—k (BEfE GCP 7Oz hIYHR—k
SNHLDTEE )

IRIEZHEET D Zone ¥ F|FHT 5 Service Account

ZEIRTHEHT[RE =5,
BEERXTIAHIEDELDERIRT B LaifiR

) Google Cloud

Google Cloud Platform

A

RITHR

Google Compute Engine
17

fraav> >

H—DO VM

BICEH
2020/05/10 15:14
AFIY
AvEa—F1vY
N=y3>

0.1.0

thos-sample-deloyment v Q YVY—REF—ERERRULET

Anthos Sample Deployment on Google Cloud (Preview)

Anthos Sample Deployment on Google Cloud (Preview)
(Google Click to Deploy)
B $431.40/A

Experience Anthos on Google Cloud with a sample deployment

SERRS

BE

Anthos lets you build and manage modern applications on Google Cloud, existing on-premises environments, or
public cloud envi . Anthos helps icati p and i enables your
business with transformational technologies such as service mesh, containers, and microservices.

The Anthos Sample Deployment lets you try Anthos on Google Cloud. It creates an Anthos test environment that
includes two clusters pre-configured with Anthos features and a sample application. After the deployment is
completed, an associated tutorial guides you through using Anthos on Google Cloud.

The Anthos Sample Deployment is a first-time experience with Anthos on Google Cloud. It is not for production
use, its are not and the should be short-lived (30 days). We recommend that
you delete your deployment after you complete the Anthos Sample Deployment tutorial.

To try Anthos in environments outside of Google Cloud (for example, on-premises), please contact Sales.
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