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a®d 0 5

@ console.cloud.google.com ) a

File Edit Selection View Go Run Terminal Help app.js — guestbook-3 — Code OSS for Cloud Workst... [[J & [1] | 08

@

EXPLORER JS app.js X
v GUESTBOOK-3 src > frontend > Js app.js

> .idea
> .readmes if(!process.env.PORT) {

(ﬂ Cloud WorkStations > vscode errMsg = "PORT environment variable not defined"

console.error(errMsg)

> img
throw n Error(errMsg)
S — S 2 4 N— N > Elt v src
] & ;b\b(%*ﬁ%ﬂ:(%éjjj_?/}\iﬂ 5 > backend
frontend if(!process.env.GUESTBOOK_API_ADDR) {
(= _|_°| &, B > kubernetes-manifests errM UESTBOOK_API_ADDR environment variable is not
L t#_:l' JT{ 71N J/ @DXE S bublic console.error(errMsg)
P throw r Error(errMsg)
? ~s\F~ /\s /r)( KA > utils
{ ] 7 ~ v Z g > views

Js app.js
nst PORT = process.env.PORT;

® VPC Service Controls i‘-_l-pl.‘:\ Dackernie app. Listen(PORT, () = {

{} package-lock json console.log( App listening on port ${PORT}");
{} package.json console.log('Press Ctrl+C to quit.');
skaffold.yaml
.dockerignore
.eslintignore -
router.get("/", (req, res)
.eslintrc.yml
{} package-lock.json axios.get (BACKEND_URI
.then(response i
console. log( " response from ${BACKEND_URI}: + response.
result = util.formatMessages(response.data)
skaffold.yaml res.render("home", {messages: result})
}).catch(error {
console.error('error:

{} package.json
README.md

> OUTLINE

b G
> TIMELINE A
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Public Preview

TOEF1)T14XEE

@ EXPLORER

v OPEN EDITORS

S——

=
( | ou d ( od e source rote Ct SECURE-CICD-MAVEN T e —
bootstrap web 2.6.8 (0 direct, 4 from ive dependen

den Licenses: Apache-2.0, EPL-1.0, EPL-2.0, MIT, non
> .mvn

CRITICAL [CVE-2022-22965] Remote Code Execution in Spring Framework
— » Y > (org.springframework:spring-beans 5.3.16; fixed in 5.3.18)

: 7 ’r/ s [ | o)ﬁjﬂgg Ii*ﬁ%n CRITICAL [CVE-2022-22965] Remote Code Execution in Spring Framework

(org.springframework: spring-webmvc 5.3.16; fixed in 5.3.18)

° 2 : HIGH [CVE-2020-36518] Deeply nested json in jackson-databind
B HREFEREORF o9 R—k e e e
0 xml. jackson.core: jackson-databind 2.13.1; fixed in 2.13
~
L*z 1 =R ~ a8

properties

mnw
mvnw.cmd HIGH [CVE-2022-25857] Uncontrolled Resource Consumption in snakeyaml
_ . _ ° n.xml - - -
1&@—;— é 7 ’rtjx I - Fﬁ j— 6 I/ 71—\_ |~ README.md org. springframework. boot

k8s spring-boot-starter-web
> policy

samples
1 org.springframework. cloud

> templates spring-cloud-function-web

gitignore

cloudbuild-cloudrun.yaml

A ora.sorinafranework. hoot:
& LICENSE PROBLEMS (14

README.md pom.xmi d

skaffold.yaml 2 2965] Remote Code Execution in Spring Framework (org.springframework:spring:
tutorial.md

CRITICAL [CVE-2022-22965] Remote Code Execution in Spring Framework (org.springframework:spring

HIGH [CVE-2020-36518] Deeply nested json in jackson-databind (com.fasterxml.jackson.core;jackson-da.
HIGH [CVE-2022-25857] Uncontrolled Resource Consumption in snakeyaml (org.yaml:snakeyami 1.29; fix.
CRITICAL [CVE-2022-22978] Authorization bypass in Spring Security (org.springframework.security:sprin..
» OUTLINE CRITICAL [CVE-2021-42392] RCE in H2 Console (com.h2database:h2 1.4.200; fixed in 2.0.206) Cloud Code [Ln 7
. TIMELINE CRITICAL [CVE-2022-23221] Arbitrary code execution in H2 Console (com.h2database:h2 1.4.200; fixed i...

Cloud Code
$main O ®MA3 « CloudCode & next-london-cloudcode

Ln49, Col 16 Spaces:2 UTF-8 LF {} XML
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l¢%) Artifact Registry & Container Analysis ..o

Maven and Go scanning are now included. LEARN MORE

’a A S S u r e d O p e n S o u r C e S oﬂwa r e Based on factors such as exploitability, scope, impact, and maturity of the vulnerability.

Scans Total Fixes Critical High Medium
30 29 12 ® 4 ®5 °7

o 250 %A% Java & Python @ o
# l I/— I\ B J: U@EIE 5% ﬂ / \o\y/7'—:) O) ?E 1;15 Name Effective severity @ cvssv2 @ Fix available Package Package type

CVE-2022-22978 @ Critical 75 Yes org ecurity:spring: Maven VIEW FIX
PN CVE2022-23221 %% @ Critical 0 Yes com.h2database:h2 Maven VIEW FIX
[ ] %*E IJ 7 \“/ I\ IJ 0) *IJ % CVE2021-42392(2 ® Critical 0 Yes com.h2database:h2 Maven VIEW FIX
CVE-2022:22965 @ Critical 75 Yes org.springframework:spring-beans Maven VIEW FIX
.
CVE-2022:22970 ® High 35  Yes org.springframework spring-core Maven VIEW FIX
o  Private repos
CVE2022:31197 ® High 0 Yes org.postgresqlpostgresql Maven VIEW FIX
o Re ote re OS' u St rea 0) 1&7— Fﬁ 1¥ % CVE-2021-23463 ® High 6.4 Yes com.h2database:h2 Maven VIEW FIX
m p . p m % =R CVE-2022-22968 ® High 5 Yes org.springframework:spring-core Maven VIEW FIX
N f N CVE-2020-36518 ® High 5 Yes com.fasterxml jackson.corejackson-databind Maven VIEW FIX
Frylal, EHEELRFY
J vaLl., e 7 CVE-2020-16156 % ® Medium 68 - perl 0s VIEW
. ro CVE2022:22971 ® Medium 4 Yes org.springframework:spring-core Maven VIEW FIX
0 . ~ N -I_ ~ -t\
O Vl rtual repos. — ) 0) I/ I~ VMY /r/ |" ~ CVE-2022-2509 (2 ® Medium 0 Yes gnutls28 [ VIEW FIX
CVE2021-31879 1% ® Medium 58 - wget os VIEW
9

Private & Remote 1R ZEIEF DS THE
e Maven & Go DfEgsERFv>
o VILIITERERTE (SBOM) DAERKL

Google Cloud
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7  Cloud Build

e SLSALevel 3 MELREHR—F
o OVTHIETTUFr—ave
Maven £ & U Python /3w — M
RELEA S WMEATELGVE LR RED £ R
o XTI EDINIERDRER
o SLSALA~NJL
o HMagsE
o KREGE
o EIIFEMNA—TELHHNEH—E XD
e VPC Service Controls xf/is

Public Preview

Security insights for demo-app X

Software Delivery Shield is a new service to safeguard artifact integrity across your entire
software delivery lifecycle. Learn more about how it can prevent tampering, improve
integrity, and secure packages and infrastructure.

Achieved
@ SLSA Build Level 3 what's this? 2

Supply Chain

Supply chain information appears for artifacts that you store in Artifact Registry and
Container Registry. If parts of your supply chain are outside of Google Cloud, some
information might be unavailable.

Q@ Vulnerabilities

@ critcal [0 High [ Medium Low
0 0 0 0
Artifacts scanned demo-app
9, Build
Details
Logs 4b25f15e
Builder Cloud Build
Completed 4days ago

Provenance [/

{ L]
“_type”: "https://in-toto.io/Statement/v@.1",

Google Cloud



Public Preview
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Kubernetes Engine GKE security posture management C REFRESH
DASHBOARD CONCERNS
. Clusters
ap. GKE security posture
Concerns @ Clusters @ Workloads @
& Services & Ingress
@ scrical 1 2 Affected 19 affected
Applications 0 29 High 1 Unaffected 6 Unaffected
. . . 0 48 Medum
Cloud Run secu rity i SlghtS B e 8 25
] 4 n |
B storage |
See all concerns >
Object Browser
W\t 4= 7l-s (== Al ‘i =1 — ~
. 1 =
= H4 E == A Migrate to Containers
® GKE: ﬂi%}b > RATEFHIESE EX € A ~
®  Backup for GKE Configuration concerns by severity Vulnerability concerns by severity
—_— —_— @ Config Management @ Crival @ High [ Medium 3 Low 0 Critical [ High [} Medium [ Low
e Cloud Run: ZFa T4 HRHRD KRR
. 7] A gy S e
N N Top 3 concerns @ See all configuration concerns - Top 3 concerns @ See all vulnerability concerns -
Q
o 9 —/7' Vj I~ LN)L Ty Gy T ) G Worlonds foctod
1] Pod sharing a host namespace 5 ] CVE-2022-37434 for 2lib/1:1.2.11 dfsg-2+deb1 1u1 6
m Pod with privileged container 4 {gebien)
o (GVE-20222500 for gnutls28/3.7.1-5+deb11u1 (debian) 6

o EJLRERE
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G) Binary Authorization

o [EEA—RDORAFESAITHAVILKR)—
o  HILARRAMNEDBIA—BLIzA A= DH
DT TaAEET
o 2. BALI-A A= DHEET

o TIVr—alvERTRORYL—iEH

Policy deployment rules for "vsz-demo"

EDIT POLICY

Project default rule Allow only images that have been approved by all of the fol
* projects/vsz-demo/attestors/built-by-cloud-build

* projects/vsz-demo/attestors/build-vuln-check

Specific rules

Dry-run mode @ Not enabled

Google Cloud
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Cloud Functions 2nd gen (5 2 tH4%)
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Cloud Functions
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= Google Cloud Platform

(] & Create function @I LEARN
ADD EVENTARC TRIGGER

BES_Lk-G 8 vCPU L32 GiB AFE U %1;% J_jz-'-g—%) = tb{ﬂ'ﬁlé‘: Runtime, build and connections settings ~

FYZLD CPU LAEYEIY L THARELZT—IO—FEY (o™ ]
et = :

2GiB

R a4ciB

8GiB
L 16 GiB ]
Custom...

A

ini number of i i number of i ®
[ 0 { 1000

Runtime environment variables @

-+ ADD VARIABLE

NEXT CANCEL

Google Cloud



Cloud Functions
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= Google Cloud Platform

() & Edit function © LEARN
@ function-2
us-central1
Trigger
® HTTPS @
URL
https://function-2-slst3zyiug-uc.a.run.app 2 19
Runtime, build and connections settings ~
RUNTIME BUILD CONNECTIONS
Memory all
{ 512 MiB v ]
Timeout *
{3600 seconds @ ]

Runtime service account @

Runtime service account

[ Compute Engine default service account

d

Autoscaling @

NEXT CANCEL

Google Cloud



Cloud Functions
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125 KL LD Google Cloud 1 RN kY —REHHR—k

Audit Log [Z&% Google Cloud 7% V+DH R—
k% 10 fELLEHLEK

4D~ —REDDBMOY—R/S—T o A
RUREHR—b

A—T2—Z M CloudEvent {t#%F| BRI EEIC

/
/

S /
\AM ‘ ' 3rd Party

Audit Logs
2nd Gen

Functions

Cloud
Q Storage el e
! PN
! ®
\ ! ’
Bnguery \ | / Custom
S : /  Events
I
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Cloud Functions

BigQuery ') E—EE#

Cloud Functions #{#->T BigQuery O E—EE %L
#1ERL ‘project’ . table". bg-function-name" (
input

Google Cloud AI/ML %> Vertex APls 315 AHE B

S, =, a8 , TR - REMOTE CONNECTION ‘your-connection’
APl EDA T L—2ar HNA[EEIC OPTIONS (endpoint =

‘https://your-cloud-function-url');

JavaScript % Python, Java % 7 DD E &% Y R—bk

Google Cloud



Cloud Functions
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A— LR RA—hEEIETHIEMTE, N TH—TY
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CPU AR —REEHOFUHELTHEETS
ZEIzkY  aRMDOHEIRIZELEN S

3 requests
or events

concurrency = 1

—
—
—

1 service
3 container instances

concurrency = 8@

3 requests
or events

1 service
1 container instance

Google Cloud



Cloud Functions
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= Google Cloud Platform

Google Cloud Platform Q
)) & Service details VA (&)
Q gO‘pUbSUb'funCtion Region: us-west1
URL: https:/go-pubsub-function-sist3zyiug-uw.a.runapp @ @
Used by Cloud Functions: go-pubsub-function
< METRICS LOGS REVISIONS TRIGGERS >
Revisions 2 MANAGE TRAFFIC
= Filter Filter revisions (2] m
@ Name Traffic
& go-pubsub-function-00003-has 50% >
go-pubsub-function-00002-naz 0% >
&  go-pubsub-function-00001-per 50% >

(] Cloud Functions & Function details
@ go-pubsub-function » Powered by Cloud Run @
(Deployed at Jan 31,2022, 6:32:31 PM) go-pubsub-function
. https://go-pubsub-fi n-
URL: weaurun, app (4 o

< METRICS DETAILS SOURCE VARIABLES TRIGGER

oud
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Cloud Run

Jobs

F—RNEBO1—RT—RTEH
o AT Ta—)LEh=XH) Tk
o /N\YUTTHURINE
o NYFT—HIE

£ T Google Cloud J— 3> THIFAREE

Public Preview

= Google Cloud $e steren-serverless v

) Cloud Run & Create job

A Cloud Run job executes containers to completion. Job name and region cannot be

changed later.

- Container image URL

Q Search

us-docker.pkg.dev/cloudrun/container/job:latest SELECT }

TEST WITH A SAMPLE CONTAINER

How to build a container?

~ Job name *

job

~ Region *
us-central1 (lowa)

How to pick a region?

~ Number of tasks *

[ 200

The number of times to run the container. All tasks must succeed in order for a job to
succeed.

Container, Variables & Secrets, Connections, Security

[C] Execute job immediately

CREATE CANCEL

Google Cloud



Cloud Run
NIVRAFTY)

O O © 0 ¢ 9 9 9 (X
Y V. vV v v \d
Startup Shut down
Startup probe Liveness probe
ATFNNST1vIEZETEIREN ? AVTHFABELGREN ? TS5 THRITIITBERTS
Protocol: TCP, HTTP or gRPC Protocol: HTTP or gRPC
i: i:
o HWEEETILOO—FK o TAR—REDIARYAVYEEShIZoBEST S
o MELDT=OICEREIZAT ) & o O—AILAT—FDBEMNEIBTS

o NRRITGEHFMIZEERT S

T 74 )LD TCP probe Tl $PORT Ay R TETLNSM%E
i I

Google Cloud



Cloud Run
Startup CPU Boost

OV THREEFIC—RFMIC CPUB|Y L TEEMIELEICKY., BEHEEEZR LIS
CPU Boost #8xB1b 5L . FENRFIZ Boost Sf- CPU D DR EMNEMTEREEIND

CPU Boost #&%h Serving
o o
CPU Boost H%f Serving
o ¥ o

Google Cloud



Cloud Run

Security Recommendations

Cloud Run H—ERIZ®TBTOT7 T4 HHEFIEDIR
1t

TI4ILE H—EXT7HOURDOFBEBR, /XX T—K4 API
F—HEDKBET —INEENTLWLAEEEDHIIREE
MELERHEL. KYEX1T7HER A EEHETS

Move password to Secret Manager

Insight

Public Preview

X

Refreshed: Aug 15, 2022, 12:14:45 AM

An environment variable in service test-security-recommendations (us-

central1) might contain a password.

Service
Region
Last observed

Recommendation

test-security-recommendations

us-centrall

1 day ago

Storing a password in the value of an environment variable prevents you from

easily changing it and makes it visible to many in your organization (anyone
with Project Viewer or Cloud Run Developer IAM role). Moving this password
into a secret stored in Secret Manager and exposing it as an environment
variable better protects the password.

How to: Use secrets

EDIT SERVICE DISMISS

CANCEL

Google Cloud



Cloud Run

Cloud Deploy HHR—k

Cloud Deploy @ T 7OA44—4wk&LT
Cloud Run Z:#iRY 5 EAVAREIC

Knative ¥ =27z A+TTF7OA4F 3 Cloud Run
HS—EREHEESE

Public Preview

) - DELIVERY PIPELINE
»{h Cloud Deploy Delivery pipelines » my-run-demo-app-1 (us-central1) C REFRESH ® LEARN
Pipeline visualization ~
}p run-gsdev : }p run-gsprod
test-release-001 Promote » No rollouts
+

5 minutes ago o=

apiVersion: deploy.cloud.google.com/v1l
kind: Target
metadata:
name: dev
description: development service
run:
location: projects/my-app/locations/us-centrall

Google Cloud



Cloud Run

Integrations

#21)v49 11203 KT Cloud Run &t —E
ADEEMNTHEIC

RAEMGLTWASY—EXR

e Redis - Memorystore
e Custom Domains - Google Cloud Load
Balancing

= Google Cloud & cleanproject v

)) Cloud Run & Service details

Q

Public Preview

Search Products, resourcq

2’ EDIT & DEPLOY NEW REVISION @ SE1

° hello Region: us-centrall URL: https://hello-ys3avd3foq-ucarunapp @ @

METRICS SLOS LOGS REVISIONS TRIGGERS

Integrations ADD INTEGRATION

¥ Redis

Name
Status
Capacity (GB)

VIEW DETAILS

itw Custom Domains

Name
Status

Domain

VIEW DETAILS

redis-kqva
@ Active
i

custom-domains
Pending

cats-xor-dogs.com 2

INTEGRATIONS

Google Cloud
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Google Kubernetes Engine
GKE Security Posture Management \a

P )

) PP
ql -+ -
T =
Xa)Tq HAFVR EILkLY Y—IL A1k GKE HEED—#}
FITARER XU To HA4SE  GKEMAREIILMMUDtEFal) RESADHENLZE 21— GKE IZ&FEN TR D
VRAERMETHIET, BRES TaY—IILEFRETHET. Lavho—)LERH T.BINEALZLCH ATHE
N3 Kubernetes tXa)74M ExaUT4Y—ILDELLE
Mixx/IME =] 8%

Google Cloud



Google Kubernetes Engine

YT NE Yy aR—F

—BTEF ) TAICET OB EFIE®
ERADAYPT Ty aR—F

Google Cloud Platform

@ Kubernetes Engine

£

Clusters

Workloads

Services & Ingress

Applications

Configuration

Storage

Object Browser

Migrate To Containers

security Posture [

¥ Marketplace

<

) GKE security posture management C REFRESH
DASHBOARD ~ CONCERNS
Severity @ Types @ Clusters @
B critical W [n] Configuration
@ (] High [n] Policy
] Medium {n] Security bulletin
[n] 0l e [n] [n]
Concems B [n] Vuinerability aid

Concerns 10 (0] Low
Seeall concens >

Concerns over time
Last 7 days v

an a2 3 a

@® Workload configuration concerns
[ High [ Medium [ Low

Clusters

[J Configuration [1] Policy [] Security bulletin (] Vuinerability

MAANREANn

5 ar6 a7

@ Workload vulnerability concerns
@ critical [ High [ Medium [ Low

Inl% Inl% Inl%

Top 3 concerns. See all config concerns >

Severity Category Workloads affected
@ AccesstohostIPC namespace 300
o Public IP addresses 200
@  OPENSSHPORT 100

& Workload image concerns
B critical [ High () Medium [ Low

% % Il% %
Top 3 concerns. See all vuln concerns >

Severity Category Workloads affected

Container networking w0
B Systemdowniime events 30
E Compliance violation events 2

@ Container image concerns
B critical [ High [0 Medium [ Low

I In] Affected
19 [ Unaffected

Workloads @

& 9 [ Affected

[n] 19 In] Unsffected

Workloads

£ Settings

Workload configuration audit
xof y (100%) clusters are audited
/' SELECT CLUSTERS

Workload vulnerability audit
xofy (100%) clusters are audited
#' SELECT CLUSTERS

X Relevant security bulletin

Critical | GCP-2021-012 | Patch available
Affects: Control plane, nodes.
52 clusters affected

[ Critical | GCP-2021-014 | Patch available
Affects: Node pools
30 clusters affected

Criical | GCP-2021-025 | Patch available
Affects: Control plane, node pools

28 clusters affected

See all relevant security bulletins (7)

“# Boost your security knowledge
D Whatis GKE security posture management?

% % In] % [n]%

Top 3 concerns. See all image policy concerns -5

Severlty Concern Workdoad affected
[} Trusted Repo 2
@  image freshness 18
@  Missingatiestation o

Mm% % Inl% Inl%
Top 3 concerns. Seeall 5

Severity  Category Workloads affected

Continer image concen 1 2
B Cominerimage concem? Y
Continerimage concem 3 2

Watch video 3

How to implement Network Policy in Google
GKE to secure your clusters
Watch video (7

Who protects what? Shared security in GKE
Watch video [

"

Google Cloud



Google Kubernetes Engine

[ 75‘7'8?7‘1—:/7\\

95 X242 Security Posture #RE%
Ak

1l

P

< Workload vulnerability audit settings

AUDIT OFF

AUDIT ON

‘When you enable auditing on a cluster, its workloads are audited for workload

Vulnerability. Learn more

© 2clusters
only availabl

for GKE audititing is

TURN ON AUDIT

can'
le in Kubernetes Engine version 1.22 and late

= Filter Enter property name or value

CLOSE

Cluster
cluster01
cluster-02
cluster-03
cluster-04
cluster-05
cluster-06
cluster-07

cluster-(

Configuration audit
Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Location
us-centrall-c
us-centrall-c
us-centrall-c
us-centrall
us-centrall
us-centrall

us-centrall

Workload vulnerability auditing is only available in
Kubernetes Engine version 1.22 and later. This cluster has

version 1.21.6-gke.1503.

Google Cloud



Google Kubernetes Engine

)R JE[H]

L2TOXREIELE-BEFIAFTEKRET
ATIIVENTEY . EARMGHESEIR
7 E) BIRTR

¥

Google Cloud Platform

‘D GKE security posture management

DASHBOARD

Filter concerns

Severity

O B critical
O @ High
O 3 Medium
O B Low

Concern type
[J Configuration
[J Vulnerability

Locations
[ us-central-1
[ us-central-2

Clusters

[ cluster-a
[ cluster-b
[ clusterc
[ cluster-d
[ cluster-e
[ cluster-f
[ cluster-g
[ cluster-h
[ cluster-i
[ cluster

CLEARALL |<

[nnn]
[nnn]
[nnn]

[nnn]

[nnn]

[nnn]

[nnn]

[nnn]

project-name v

C' REFRESH

[n] concerns

Viewby: @ Concern (O Namespace (O Workload

= Filter Filter table Is system object: False €

Severity & Type Concern

Vulnerability CVE-123456 for package-a (Debian)
Vulnerability Container networking
Vulnerability PUBLIC_IP_ADDRESS

Security bulletin
Security bulletin
Security bulletin
Vulnerability
Vulnerability
Vulnerability
Vulnerability
Vulnerability
Vulnerability
Vulnerability
Vulnerability
Vulnerability
Vulnerability

Vulnerability

Vulnerability

GCP-2022-012
GCP-2022-014
GCP-2022-015
CVE-2021-25741
CVE-2021-25737
CVE-2020-8565
CVE-2020-8565
Privileged containers
CVE-2018-20119
CVE-2020-11245
CVE-2020-1028
CVE-2020-3325
CVE-2020-3328
CVE-2020-3398

CVE-2020-5210

Workloads affected
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200

200

Cluster affected

Rows per page:

100 ~

Page refreshed: 5 minutes ago

1-100 of [n] 4 13

Google Cloud



Google Kubernetes Engine

7 —UHA—FERAFr

J—O0—FDEREBEIICRFrL.
Kubernetes DRANTS5IT 4 RIZTiRSTULVELY, B . e e
ERRYRIDRHII7—r0—FE#HE r o N i . R

DASHBOARD CONCERNS

A Y

i ) | Y
4k ) @ e 30 ) Tk

Concerns GKE iy Workloads |
\4

FESN-BSEIEE Cloud Console 4w 1R—K I 4
4> Cloud Logging @B T ) —M o iE R AT RE

Configuration concerns by severity Vulnerability concerns by severity
[ High EJ Medium [ Low A critical [ High £J Medium [N Low
— G @4 4
@%ud_é IJ 170)1§IJ ) 30% 60% 10% 15% 29% 45% 1%
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Google Kubernetes Engine “
Backup for GKE

Google Cloud My Project 5514 v

@ Kubernetes Engine Backup for GKE + CREATEABACKUP PLAN = CREATE A RESTORE PLAN

> > O ;.
GKE i O) J 7 D - F 0) / \ ‘y‘ 7 j ‘y 7 L} £  Clusters Configure backup and restore operations to protect workloads in your Kubernetes

clusters. Learn more

'w  Workloads

b I I BACKUP PLANS RESTORE PLANS BACKUPS RESTORES
IJ ; '\ I j ‘l% 5 1 | & Services & Ingress
ﬁ (=) E 7\

Applications Use backup plans to configure and administer backups.
Y ,{\ya'?\yjo. IJXI‘Ti%)@%&)%ﬂb\Uﬁuﬁﬂ B Ssecrets & ConfigMaps
o Cluster / Backup plan Total backupplans ~ Restoreplans  Totalbackups  Location Backup scope
Storage
N TN luster-1 1 1 us-centrall-c
o IAMAN—RDRYYv—arrA—)L b
-I_ J / l\ ) 7 Object Browser my-stateful-backup 0 1 us-centrall All namespaces
o FA—93REELIERISRENDYRRT I
®  Backup for GKE
L J Config Management
O Protect

Google Cloud



Google Kubernetes Engine “
Filestore multishares for GKE
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Anthos
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Anthos for VMs
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