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DevOps

Reduce organization silos
tikcAok R guli s 1

SRE

Share ownership with developers by using the same tools and techniques across the stack
RCY—IAOTIZv I ERLT. RAREEA—F—vTERHEFTD

Accept failure as normal
KBELYRIDIIIZZITANDS

Have a formula for balancing accidents and failures against new releases

ERORBMEFERMEDNTVRELDODAXERD

Implement gradual change
RRIZEILSES

Encourage moving quickly by reducing costs of failure
KBLIzEEDIRNERLT LT, ARGITHERELET,

Leverage tooling & automation
Y—I)LEBBIEDIER

Encourages "automating this year's job away" and minimizing manual systems work to focus on
efforts that bring long-term value to the system
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L. FEEICEDVRTLIEEER/DRICINZS

Measure everything
ITRTCEHET S

Believes that operations is a software problem, and defines prescriptive ways for measuring
availability, uptime, outages, toil, etc.
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Reduce organization silos
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Share ownership with developers by using the same tools and techniques across the stack
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Measure everything Believes that operations is a software problem, and defines prescriptive ways for measuring
TRTEAET D availability, uptime, outages, toil, etc.
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o Logging
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o APM
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SLI (Service Level Indicator) H—E XL )JLIEE
AZEHEIZVRTLOBRLELEZHII BAHDIEZELSZED
SLO =& T HFICFIRAT S

SLO (Service Level Objective) H—E AL RJLE &
H—EZALARIVIZH T HRH%G B IEE

SLA (Service Level Agreement) H—E XL R JLIREE
H—ERALANIIx T Bt s AR EREEE

Copyrights©3-shake Inc. All Rights Reserved.

3=SHAKE

24



SLI-SLO-SLA [CDL\T 3=SHAKE

% SLI(Service Level Indicator) H—E XL AR )LigiE
> AEFLEITDATLOBRLELEFHIFT AHDIEEELDED
> SLOZEERTHFICFHAETS

LH7SLO ZBRET H=DITHET X HOWHIEMELGYS5H oD HAN) I AZEINE
L. AIRIEATESKSITLES




SLO MERFEIZDLVT 3=SHAKE

SRE Team

CUJ (DI TAhNA—H—Dr—Z)ZREHLTULKENLIRH D

=& PDSLO FBEIFTAVY—TROTLESDEH—D,
SLO [FH—EXDOHEERIZIGLTEHL->THRLY,
f=1=L. SLO100% I[ET7 U F /N 3—21ED T, FHLVIERETIEL
HUNE Dev Team E @ ITT;;

System A

FhEYKELZDMN Biz/ DevZEEEYICETHEERHD
WEEEBLEMNSHRELTICE /
EHMIZIRYRYGAS B —NEH->T, —RICERERT
045+ BELTLCKENKE, IR
Biz Team

Copyrights©3-shake Inc. All Rights Reserved. 26



RAME—T L DERE 3:SHAKE

RANE—TLEF AVITUN TDEE AV TUMNERFELIIRRT H-OICMON=T I3
VRARRR. BEUVAUVTUMDBRERILETS-ODT+0—T7vI 7 o3 EE@MTRET 1L
T,

RYIRY NS S XL EED BITRRAME—T LZFITULET,
ZTDEICIXEZSHENIHL TERNEESELIIZLTEMIE
FThIEEYELEA,

T4 —YMMIDWTIFXET L SRE RICTIRTRSNTULNS
Example A3 5DHET I8,

¢ FhEMEYERUGON FEBEAZIEHLLZLIE THH
ETY,

X B<ET. VAT LOHEHOBBEBTHEEEZET .,

7 7
0’0 0’0

7
0’0

$%: https://sre.google/sre-book/postmortem-culture/
https://sre.google/sre-book/example-postmortem/

Copyrights©3-shake Inc. All Rights Reserved. 27


https://sre.google/sre-book/postmortem-culture/
https://sre.google/sre-book/example-postmortem/

3=SHAKE

Toil &%, FEZE. BYRSN D, BEMEA ATEE, BilTe). REIMAMEAGL, y—ERDREIC

LEBILTEBMT 5. Vo5 ZH/DEE T,

Dev Team Hio> D K £8 %t it
ZNYIAFHRARY

SRE LLTHOERIETE
TEHIMIZHKRET S

AT FOREE

YYVVY

&% https://sre.google/sre-book/eliminating-toil/

Copyrights©3-shake Inc. All Rights Reserved.

F¥kchidz
IRTRAETHEMD

ESVSERNEDEBEDHBEREL., ENFZHD
IHENTTESLSRRLS/ON=-DOHZERETS

28



Toil BlEZT 571=8IC

3=SHAKE

AZE., &YRY, BRIED YA ZERLTLK

AlE

JirenEn7Oo Iy NEH
Y—ILEBREL TRER XS
PE|IAHBRRIEBITES
b,

Copyrights©3-shake Inc. All Rights Reserved.

N

VR Y Bt
SRE F—LRNEHTEH RYBYICE>THESNT
A7 R Y IR Y Z @ L TToil % Toil Z BENEIZ K> THIRL
EDZEIT Tl

29



Sreake it SRE Roadmap

3=SHAKE

SRE OBtk

FF 1ML,

DRENBKRBICHIEZS

hsavaveikd LS
SRESE
SLI-SLO MERE

Toil Kl (EB)EH#H

SRE F—LNDEH
$HEI=HHT-SRE ZEHL &S

Copyrights©3-shake Inc. All Rights Reserved.

: SRE D E Lk

SRE DXIEARET S
Error Budget #JTi<

®HEZEZavrO—)LLTLK




<  SRE DXtZERHEIHETTLK
> WEDDRMAKRBEFSONT-LMDY—E X(ZHLEELTLK
> TFHMGIRYRYZFZREL TILHLIHEEITOTLNK
> FHREILI=E/MoTol HIBD AN BEEDREZFESH TS

< Error Budget #tIC¥##arb0—)L T3
> ZFDEOHICIE+7EEF]AOSL-SLO DEENVE
> FR.Y—EXRDEDRRAMGEREWNILESESAHEHDHD T,
(FCDERFHEZEELL..

Copyrights©3-shake Inc. All Rights Reserved.

3=SHAKE

REMI

31



3=SHAKE

3. Google Cloud
T® SRE DX




P—EFOMIEDDBEBHEBR X THTT 3+SHAKE

> Cloud 4> I CloudNative % | (IR IC /2O DTy T ‘\
—beﬂiiotﬂ#l-ﬁééﬁi A Ay
Cloud H+—E X4>Managed Y —E RZ+ 72 ZENZHET Istio
LY
o Application Modernization A¥tH 70N AnthOS Microservice

o REBOT—ATIEAIAM-EEEGEICHENELS

> WTEBLLUSTHRELREEINR
B4R THATIISA — A —F LU TLES R kubernetes

o  BILGoBw > TWAALETZMY 1=<#H>TLE->TH#IZ

- ¢
BHIESETLES
o  RIFFALIZE#H TLHLTRLIDI[IMicroService ITLTLZE ﬁ g g RPC
= argo

Prometheus

Copyrights©3-shake Inc. All Rights Reserved. 33



P—%THMEDDBL B IR X THTT 3<SHAKE

> Cloud % I CloudNative & 1B fIfEIRIC/ /O NRDIEN TP g

T RRFSHICEZLIRR
o Cloud —E X% Managed Y —E XZ+RIZENZHEHEH
LY

________

o  RIFFALIZEHTHECTRUL®IZMicroService IZLTLZE ‘°v° g
5%

Copyrights©3-shake Inc. All Rights Reserved.



Workload 3=SHAKE

Google Cloud [Z[X % #7% Workload SR1TEBDEREAHYET A ...

()

A s | WA

) : : e ‘ -

Cloud Functions - p=

a(Q)m T N 18 ==
s

: Kubernetes Engine Kubernetes Engine
App Engine ” Autopilot ° Standard ° Compute Engine
Cloud Run

Managed Unmanaged

BEEEHRUVIEHEER I+ RICEEBICANSIBELAHYET A Manged Y —E X THERBEHZIROICHREILI-L
TR & IZUnmanaed %5 —E ANEY T K55 A A—2 TWorkload ZEE T HNDEHL—2,

Copyrights©3-shake Inc. All Rights Reserved.



Workload 3=SHAKE

Google Cloud [Z[& £ #7% Workload RITEBEDEREAHYETA ...

HWREARUVEHREEHELEREBRIESEIEZHHRICLDDE,
TODCEZHESIMELVSBRNOEZSFLEETY,
ENICKYZLE DI Toll DEEEZRLT CENHEIMILNFEE A,

Ex. A CH M A TE Kubernetes AR LNELVDER Tl ALY

Managed Unmanaged

BEEEHRUVIEHEER I+ RICEEBICANSIBELAHYET A Manged Y —E X THERBEHZIROICHREILI-L
Tt < (ZUnmanaed 75 H—E AAN[EY T K S%E A A— TWorkload #:EFE T H5DEH—2,

Copyrights©3-shake Inc. All Rights Reserved.

36



3=SHAKE

CI/CD &f15BM&(X?
¢ CI % CD
> TARAMEEBELL > HEICTIO/HESELSITLIZL
> O—FOREEEHL > fAhHnIET<CIYRELL
> Release Ready #iRBEIZL1=0Y > RBLGEBRBEBALETIOA4ZLIzL
BRED | a At NZ71- LLvS—o 32 —REp [ EE TLy

CUCD [F YR B AV DE.LLEBEDOHAZTIERTEADTIO—FTHANELEEZTWVET,

Copyrights©3-shake Inc. All Rights Reserved.

37



CIl/CD (Release Engineering)

3=SHAKE

Kubernetes T® CI/CD D%

Cl

@

Ex i .
E2 Kaniko trivy
Build Image Security Scan
Lint Source
Sc&an Run Pipeline
Vulnerability

Git
Gitlab

Copyrights©3-shake Inc. All Rights Reserved.

£ Google Cloud

- Artifact
3y .
N ] Registry
Push Image
Gatekeeper
Kubernetes
AR Engine
Delivery
Progressive Delivery
GitOps ArgoCD Argo Rollouts

Metrics

Prometheus

38



CIl/CD (Release Engineering)

Kubernetes T® CI/CD DRk

Cl

Y
E2Kaniko trivy

Build Image Security Scan

Kaniko [T Image Build
trivy IZT Security Scan #H\ [+ T

AL VB & (X Artifacat Registry [
Push

Pipeline

Git
Gitlab

Copyrights©3-shake Inc. All Rights Reserved.

& Google Cloud

- Artifact
LS )
[nn!] Registry

Push Image Y
Gatekeeper
Kubernetes
AL Engine
Delivery
GitOps ArgoCD Argo Rollouts

Progressive Delivery

Metrics

Prometheus

3=SHAKE




Cl/CD (Release Engineering) 3=SHAKE

Kubernetes T CI/CD DX Push & Image [ZDWTIE

Artifact Registry @ Image Scan

ZF|FHL. Cloud FnctionsIZ T4l

Cl & Google Cloud
y N Artifact
N N9,
@ [n‘ﬁ’!] Registry
. Push Image ———
<] .
B2 Kaniko trivy
Build Image Security Scan Gatekeeper H
Y Kubernetes Metrlcs
AR Engine
Delivery:
Progressive Delivery Prometheus
Lint Source
& I CD
Scan Run Pipeline
Vulnerability @ @
it .
G GitOps ArgoCD Argo Rollouts

Gitlab

Copyrights©3-shake Inc. All Rights Reserved.



CIl/CD (Release Engineering)

3=SHAKE

Kubernetes T® CI/CD DRk

Cl

@

B2 Kaniko trivy

Build Image Security Scan
Lint Source
& o
Scan Run Pipeline
Vulnerability

Git
Gitlab

Copyrights©3-shake Inc. All Rights Reserved.

£ Google Cloud

- Artifact
LS )
[nn!] Registry

Push Image
Gatekeeper
Kubernetes
AR Engine
Delivery:

Progressive Delivery

& &

ArgoCD Argo Rollouts

ArgoCD [ZT Git DZEEZ R4

GitOps

Metrics

Prometheus

41



Cl/CD (Release Engineering) 3=SHAKE

Kubernetes T® CI/CD DRk

Cl & Google Cloud
y N Artifact
3%
@ [n’v:’!] Registry
) Push Image
B2 Kaniko trivy
Build Image Security Scan Gatekeeper Kubernetes Metrics
AR Engine
Delivery:
Progressive Delivery Prometheus
Lint S
in st:.\urce | C D
Scan Run Pipeline

Vulnerability
. @ @ Argo Rollouts %% Prometheus @
i |
Git GitOps ArgoCD Argo Rollouts Metrics &5, T Deploy!

Gitlab

Copyrights©3-shake Inc. All Rights Reserved. 42



Monitoring & Logging

3=SHAKE

Cloud Operations

Google Cloud D &H b 51 —E X &Default TEESNTLY
2DMNERERRDA) Ik,

F1-. SaaS ELTEREREZF AT LN AIRELG D TERE
RZTORENK EORIHZROE S,

X =L, ATAEOEHRICK>TIE OSS it SaaS DFIALIRETC
ANDBELABHYET,

Copyrights©3-shake Inc. All Rights Reserved.

=

Cloud Logging

APM

7.

Debugger

e

Cloud Monitoring

@

Profiler

©

Error Reporting

Trace

43



3=SHAKE

Cloud Logging BRI RO Tips ) Google Cloud

Cloud Logging ¥ J 515&. A X—RADEELFE ST

BT, Log D EFTIEBAT SEHHEAL, -
ZTD1=®H. Log DHEZEDH-BINZEITL-LMEEE .
» tooging ':\ Pub/Sub == {---) Fuonli:tions

Pub/Sub &E#L . Cloud Functions E#{F-> T BIZE%
LCEMULEEITOINENH D,

'§ BigQuery R # A BigQuery

X =L EANERGEED LTI ET—INEEN TGV T EFHEER

=

SlackZ MChat

Copyrights©3-shake Inc. All Rights Reserved. 44



SLO Monitoring D&

Anthos Service Mesh., Istio on GKE, App Engine (X B &I
SLO Monitoring & DY —ERELTHEEEIN D,

MicroService Z:&R Y % L TEHRIALIZKLNE Y —E XDSLI 2 BY
JFTEHDIEKREGA) VR,

F1=. SLI &LTAT R—ZXDFEIEPPrometheus D AR R4 F|
FARIREZR =6, FEEICSRE DEREMN RS A, MB THEYRAALH

&b
Beo

3K

Anthos Service
Mesh

App Engine

3=SHAKE

Kubernetes Engine

FHHIZ DL TIE BEf58 A T Google Cloud RN T EMETESN TLAD TEV IS0

https://youtu.be/g-WMeetjoRM?t=218

Copyrights©3-shake Inc. All Rights Reserved.

45


https://youtu.be/g-WMeetjoRM?t=218

Monitoring & Logging 3=SHAKE
Cloud Asset Inventory M ;&
© Google Cloud

TASHrEY—ERXTHEAShTLVSGoogle Cloud

& Anthos D7 YbET RTERR. E=2IVT ST Frml:::t:;set

=BdH—ER,

Fyaih—RFEHAEINTLT, BELTULEW) —23 A . .
UTYY—RPEDORTOENIEE LR TES, e T s e ) uncions

Ff=. TV DERERIZET H)TILIA LBINZEZ(T
WMAELAHET. EREBRELTOEMPEENDEE
(23 BRLEHEYADIEATRE,

Copyrights©3-shake Inc. All Rights Reserved.

Kubernetes

EX. GKE [CHRZEEA MM oT=15E(Z Slack BEI

=

Slack & Chat

46



Alerting & Incident Management

3=SHAKE

Google Cloud & PagerDuty D#i# &+ T SRE ZESES

Fra— I ke
¢  BYLA L A—IGFEEDIEDRTSa—1) T Rk

SEEM7L Alerting
% EventRule ZHDHELI=AVTIS TV RLET 5— Ml

A TUNEHE
& BREABAUTIL—2avIzH@iELTWVADO T, SiERNICA Y
TFoMSEMNERE

R 58 4 R OD 04 i OD 3B
¢ A—¥-0OF7I arEBRTRE

RAME—T L

¢  HARAHTRRANE—TLDOBENHY ., KBHLERX{EE
F<IEND

Copyrights©3-shake Inc. All Rights Reserved.

) Google Cloud

PagerDuty




Alerting & Incident Management 3=SHAKE

& Google Cloud Operations 8 G&ET2 099
R THEMHATEE, Mail 4 API T
Pfepsentation H(‘J’6$i)"ﬁ‘§6fzy),

" App CloudFunctions 54 EHE
- Engine E_I-ﬁB
R — Operations
Kubernetes
. Engine

wae PagerDuty

“svi~  Engine

' Cloud
Functions

e Loggin L .l*g° Ll
Databases |:= gging N Pub/Sub (

Cloud
sSQL

> | O

Cloud
Spanner

Q BigQuery
N, Cloud

= .
Y Bigtable

/@)

Copyrights©3-shake Inc. All Rights Reserved.




Alerting & Incident Management 3=SHAKE

& Google Cloud

Application &
Presentation

App

A
“or Engine

—_— Operations
Kubernetes

NP Engine

wae PagerDuty

“svi~  Engine

-— ) ele Cloud
L —

PEElEes t= 0ogging ¢.~ Pub/Sub —>' ' Functions

> Cloud

’ sSQL

A oo | — OnCall 4 Chat B4NANE4(=

Ol 73 AT AADES E \c

NN @ b IDVAL St 23 gl Slack Z Chat OnCall

,\l Cloud
) Bigtable
S

C&ET, JAXHROBRATA
%)

Copyrights©3-shake Inc. All Rights Reserved.




Alerting & Incident Management 3=SHAKE

& Google Cloud

Application &
Presentation

App
o) Engine
Kubernetes ] Spemons
NP Engine
S5, Compute g onttoring PagerDuty —‘ﬂ
SA5  Engine .
Databases E Logging o .'I: Pub/Sub == ' ' (F:Lljzl::ctiions = >= =
. | LOREMES LS T70—THER
? Cloud ﬁﬁl:&f::ﬁ:@b"é%ﬂﬁb
T Thd, BHRAHD
Cloud Postmotem #fEtHY ., B
f('» Spanner T E EIZEUﬁUiﬁL'p?(’;éo
o, ol @ oo Slack %0 Chat
I:V’ ’_  Bigtable e

Copyrights©3-shake Inc. All Rights Reserved.




Alerting & Incident Management 3=SHAKE

& Google Cloud Jira ¥®9"’7‘ v I‘EE“J —)L&

LV TUNERETTRE, RIS Jira Z0

L%° SRE DEBIEDEHELLC  FI
. FULV=8. Toil DAEOIS—

‘@ togne FHOEECHBID ‘

—_— Operations

Application &
Presentation

Kubernetes

N itorin D
fap Comowe e PagerDuty —E

-— ) ele Cloud
L —_— —
Databases |:= ogaing 29 Pub/Sub () Functions

\\\)

Cloud
sSQL

Cloud

Spanner mmnm
@ BigQuery

Cloud

Slack @ Chat OnCall

pos

®

Bigtable

/|
\

Copyrights©3-shake Inc. All Rights Reserved.




3=SHAKE

4. £&H




Sreake it SRE Roadmap

3=SHAKE

" SRE D BAtE

FF 1M

MR BKRBICHDECS

hoavaveihid LS
SRESEE
SLI-SLO MESE

Toil Bl (B BhE#E

'
'
1
* )
. +
’ .
. Y
. .
. .
’ .
¢ N
. .
. .~
. -~
- ~

SRE F—LNDEH
A= o71-SRE EEH/L &S

Copyrights©3-shake Inc. All Rights Reserved.

' SRE D E Lk

SRE DXIENBRET S
Error Budget #Jti<
E¥#BEEaFO—LLTIK




=EH

3=SHAKE

Google @ SRE [EFRMESLLR KIS, TH. SRE [0z vMEE2HBL\OHHE,
OB OA N\ — BRI EE A G ERICH-T-Bli%: SRE ZEBL TS,

SRE ZIaDH DRI DHRIPSK, FEFFTOTNESAMBIRDH LS

T—XTIOF¥EIBATO LTIV, FHFH Toil #EFLHWT—FTIOFVvEBRTES

Saas HAZ L FHMASDOELEIROFERITHECHEFEIKRTS

Copyrights©3-shake Inc. All Rights Reserved.

Ba=

54



3=SHAKE

Thank you




